[image: ]-                                      CIRCUIT COURT OF THE FIRST JUDICIAL DISTRICT OF WISCONSIN
                                                                            COUNTY OF MILWAUKEE	  
				SEARCH WARRANT

	     
			
			
	                    The State of Wisconsin, to any Law Enforcement Officer of the State of Wisconsin:


[bookmark: _Hlk88824925]WHEREAS, **AFFIANT has this day complained to this Court upon oath, showing probable cause that on **DAY, **SWEARINGDATE in the County of Milwaukee, there is now located and concealed in and upon certain property, located at **PHONESTREETADDRESS, within the **PHONECITYOFCITY, recovered from **SUSPECTNAME&DOB – search to include all electronic storage areas present on the device, certain goods, chattels and property, to wit:

DESCRIBE ITEM: 

· **PHONE1
· **PHONE2
· **PHONE3
· **PHONE4
· **PHONE5
DESCRIBE OBJECTS OF SEARCH: 
Live and deleted user attribution data including, but not limited to, user accounts, e-mail accounts, passwords, PIN codes, patterns, account names, user names, screen names, remote data storage accounts, documents, files, metadata, or any other information and evidence that may demonstrate attribution to a particular user or users;
Live and deleted application data, records, documents, financial transaction records and other items that may constitute evidence, contraband, fruits, and/or instrumentalities of violations of crimes, including but not limited to the crime(s) listed;
Live and deleted contact lists, call logs, text messages and multimedia messages (SMS +and MMS messages), iMessages, e-mails, chats, video conference communication data, contact information, financial transactions, installed application information including content and any other information which can be used to identify potentially associated persons;
Live and deleted passwords, password files, PIN codes, encryption codes, or other information necessary to access the digital device or data stored on the digital device such as hidden file applications;
Live and deleted documents, programs, pictures, videos, audio files, text files, databases, application data, calendar entries, user dictionaries, malware, viruses, tracking or other remote monitoring software, and any associated metadata;
Live and deleted geo-location data including latitude, longitude, elevation, Global Positioning System (GPS), cell site locations, Wi-Fi connections, and any other location base information;
Live and deleted web browser history, web browser bookmarks, temporary Internet files, cookies, searched items, downloaded and uploaded files, social networking websites or applications;
Live and deleted data stored on removable media such as Subscriber Identity Modules (SIM cards), flash memory storage devices such as Secure Digital (SD) and Micro SD media cards and any associated technology.
This warrant authorizes a full forensic examination/analysis of the listed device(s) for the contents of the device(s), using accepted digital forensic examination tools and techniques.  This warrant authorizes those items to be analyzed at a later time for this purpose.  Further, this warrant authorizes a search of the full cellular extraction report/analysis for the purpose of locating, documenting, preserving and/or determining the presence or absence on the device(s) for the above-referenced items identified as falling within the timeframe of **STARTDATE to **ENDDATE.  This warrant authorizes a search to include the objects of the search that: were created or modified during the authorized timeframe; or are without an assigned date/time; or the context of which places the object within the authorized timeframe noted within the warrant regardless of the assigned timestamp. 

Which thing(s) were used in the commission or may constitute evidence of a crime(s), to-wit:

DESCRIBE CRIME OR CRIMES: 

	**CRIMES

 Committed in violation of Section(s) **STATUTENUMBERS of Wisconsin State Statutes.

THEREFORE in the name of the State of Wisconsin, you are commanded forthwith to the search said item for said things and to take possession thereof, if found;  

	WHEREAS, you are further commanded to return this warrant within forty-eight hours before the Assistant Chief Deputy Clerk of the Circuit Court, Crime, Misdemeanor, Traffic Division, or his designee, to be dealt with according to law.

WITNESS, the Honorable ___________________________, Judicial Court Commissioner of the First Judicial District of Wisconsin, at Milwaukee, Wisconsin, at __________ on _____________, **YEAR.                                                                                                
								   (Hour, AM/PM)                   (Month, Day)                                                                                         			                                                                 
				          
					                           
_______________________________________________    Judicial Court Judge / Commissioner of Circuit Court Br.____						                             	               		                                  		                                             		   			

				
				




AFFIDAVIT FOR SEARCH WARRANT


STATE OF WISCONSIN     )
		                       )  ss.
MILWAUKEE COUNTY     )


Affiant, AFFIANT NAME, being first duly sworn on oath, states as follows:


INTRODUCTION AND OFFICER BACKGROUND

1) [bookmark: _Hlk89687821]Affiant is currently employed as a TITLE and DEPARTMENT.  Affiant has been employed as a law enforcement officer for over ****** years.  Affiant is currently assigned to the UNIT and regularly investigates *******.  

2) Affiant is assisting in the criminal investigation of, pursuant to his official duties, the crime(s) of **CRIMES, committed in violation of Wisconsin State Statute(s) §§ **STATUTENUMBERS, which occurred in the City **********, County of Milwaukee, State of Wisconsin **ON/DURINGDATE(S)OFCRIME.

3) Affiant bases this affidavit on their training and experience, on their own knowledge, on information and belief, and on information contained in written reports and/or conveyed to him by law enforcement officers, on citizen victim and witness statements and on affiant’s own investigation, as set forth below.  Affiant further bases this affidavit on information affiant has learned from other investigators during the course of affiant’s employment.  

4) That while being tasked with investigating **CRIMES, your affiant’s investigations have been aided by consent searches and search warrants authorizing the forensic examination of cellular phones and electronic devices utilized by individuals suspected of committing crimes.  That the conducted forensic examinations and affiant’s subsequent analysis of the recovered data has, in most cases, provided critical investigative leads and corroborative evidence.

5) Because this affidavit is submitted for the limited purpose of securing authorization for a search warrant, Affiant has not included each and every fact known to him concerning this investigation. Affiant has set forth only the facts that he believes are essential to establish probable cause.  

6) Affiant believes that there is probable cause to show that a forensic examination of the cellular phone(s) or electronic device(s) detailed in this affidavit may provide evidence of the crime(s) of **CRIMES, committed in violation of Wisconsin Statute(s) §§ **STATUTENUMBERS.  Affiant seeks permission to search for and seize evidence of the crimes described above, that are currently securely stored at ***********, **PHONESTREETADDRESS, **PHONECITYOFCITY, County of Milwaukee, State of Wisconsin.  The devices to be searched are particularly described as:

7) DESCRIPTION OF ITEM:

· **PHONE1
· **PHONE2
· **PHONE3
· **PHONE4
· **PHONE5

8) DESCRIPTION OF OBJECTS TO BE SEARCHED:

Live and deleted user attribution data including, but not limited to, user accounts, e-mail accounts, passwords, PIN codes, patterns, account names, user names, screen names, remote data storage accounts, documents, files, metadata, or any other information and evidence that may demonstrate attribution to a particular user or users;

Live and deleted application data, records, documents, financial transaction records and other items that may constitute evidence, contraband, fruits, and/or instrumentalities of violations of crimes, including but not limited to the crime(s) listed;

Live and deleted contact lists, call logs, text messages and multimedia messages (SMS +and MMS messages), iMessages, e-mails, chats, video conference communication data, contact information, financial transactions, installed application information including content and any other information which can be used to identify potentially associated persons;

Live and deleted passwords, password files, PIN codes, encryption codes, or other information necessary to access the digital device or data stored on the digital device such as hidden file applications;

Live and deleted documents, programs, pictures, videos, audio files, text files, databases, application data, calendar entries, user dictionaries, malware, viruses, tracking or other remote monitoring software, and any associated metadata;

Live and deleted geo-location data including latitude, longitude, elevation, Global Positioning System (GPS), cell site locations, Wi-Fi connections, and any other location base information;

Live and deleted web browser history, web browser bookmarks, temporary Internet files, cookies, searched items, downloaded and uploaded files, social networking websites or applications;

Live and deleted data stored on removable media such as Subscriber Identity Modules (SIM cards), flash memory storage devices such as Secure Digital (SD) and Micro SD media cards and any associated technology.

PROBABLE CAUSE

9) That on 

10) That…..recovery of phones:

· **PHONE1
· **PHONE2
· **PHONE3
· **PHONE4
· **PHONE5

[This section should include any training and experience affiant has with cell phones relative to the specific type of investigation for which the warrant is being sought.  This section should also include information about why affiant believes it probable that the evidence of the crime for which the warrant is being sought will be contained in the phone.  

For example: Cellular phones that are utilized in drug trafficking are likely to contain a variety of evidence.  Some examples of how cell phones are used include: 
a. Encrypted messaging applications that hold conversations about quantities, prices, delivery times, and locations, frequently using code words or references to controlled substances. 
b. GPS data and location history logs that map out routes used for transport, drop-off points, and stash house addresses. 
c. Photographs and screenshots show packaged narcotics, scales with measured weights, firearms, and cash from sales.
d. Videos captured on the device may document hand-to-hand transactions, counting sessions, packaging processes, and firearm possession. 
e. Audio recordings that hold discussions with suppliers, negotiations over terms of the deal, or instructions to co-conspirator. 
f. Voicemails contain updates about incoming shipments, changes in plans, discrepancies in weight or quality of product, or confirmations of completed deliveries.
g. Contact lists may include numerous entries under aliases for buyers / customers, distributors, and associates involved in the network. 
h. Call logs and text message histories can reveal frequent, patterned communication with known participants in the trade. 
i. Banking and payment app records may display transfers, deposits, and instant payments linked to drug proceeds.
j. Cryptocurrency wallets and transaction histories track payments received or sent in digital currencies. 
k. Notes applications store running tallies of inventory, debts owed by customers, cutting recipes, dealer addresses, or lists of upcoming deals. 
l. Calendar entries can mark scheduled meetings, pickups, and delivery windows with specific dates and times.
m. Browser histories may show visits to sites used for purchasing cutting agents, packaging materials, or researching law enforcement techniques or penalties. 
n. Recovered deleted messages and files often restore communications that were intentionally removed, including threats, warnings, or coordination details.
o. Metadata attached to photos and videos embeds exact timestamps and geolocation coordinates, linking images to specific stash locations or transaction sites. 
p. Device backups and cloud-synced data frequently restore financial ledgers, client debt records, and additional media that had been wiped from the phone itself.]

[This section must be tailored to affiant’s investigation and should not simply be copied]

This is not an exhaustive list of either data or places within the phone where evidence of the crime(s) listed above could be located and is meant to serve as an example of the wide variety of locations wherein relevant information can be located.  

MOBILE DEVICES / NEXUS

11) This affidavit is based on affiant’s training and experience and on information conveyed to me by other law enforcement officers.  The “Nexus” portion of this affidavit is based on the affidavit of Milwaukee County District Attorney’s Office Investigator Brett Mendola, which affiant incorporates by reference and relies upon the information contained in said affidavit in making this warrant request.  

12) ADD IN ANY ADDITIONAL TRADITIONAL NEXUS LANGUAGE THAT IS CASE SPECIFIC HERE 


CONCLUSION

13) LASTLY, affiant is aware that a search warrant may be issued when the application establishes probable cause to believe that evidence connected with a crime will be found at the place or item to be searched and that probable cause supporting a search warrant is determined by the “totality of the circumstances” wherein the task of the issuing Judge is to simply make a practical, commonsense decision whether, given all of the circumstances as set forth in the affidavit, that there is a fair probability that contraband or evidence of a crime will be found in a particular place; furthermore, affiant is also aware that the Courts have determined that probable cause is not a technical, legalistic concept, but a flexible common-sense measure of the plausibility of specific conclusions; that elaborate specificity is not required and that probable cause may be supported by inferences as well as facts.

14) This investigation continues and is ongoing.  Affiant believes that secrecy of the request for this Warrant and this Affidavit in support, as well as the issuance of, all orders, returns and other related information concerning the requested Warrant, is appropriate and necessary in order to prevent premature disclosure of the status, progress, or details of the investigation, as reflected in this affidavit and to avoid the disclosure of possible sources of evidence, including sources over which one or more targets may have access or control.  [FOR USE ONLY WHEN YOU ARE DOING AN ACCOMPANYING MOTION/ORDER TO SEAL]

15) WHEREFORE, based on the above stated information, that affiant has established the requisite amount of probable cause to believe that evidence of the crime(s) of **CRIMES, committed in violation of Wisconsin State Statute(s) §§ **STATUTENUMBERS, does now exist within the said cellular phone(s) or electronic device(s):

· **PHONE1
· **PHONE2
· **PHONE3
· **PHONE4
· **PHONE5

which property is being kept and maintained at **PHONESTREETADDRESS within the **PHONECITYOFCITY, Milwaukee County, and requests the Court to issue a warrant for a forensic examination of said cellular phone(s) for any and all of the data detailed in Paragraph 8 of this affidavit.

This warrant authorizes a full forensic examination/analysis of the listed device(s) for the contents of the device(s), using accepted digital forensic examination tools and techniques.  This warrant authorizes those items to be analyzed at a later time for this purpose.  Further, this warrant authorizes a search of the full cellular extraction report/analysis for the purpose of locating, documenting, preserving and/or determining the presence or absence on the device(s) for the above-referenced items identified as falling within the timeframe of **STARTDATE to **ENDDATE.  This warrant authorizes a search to include the objects of the search that: were created or modified during the authorized timeframe; or are without an assigned date/time; or the context of which places the object within the authorized timeframe noted within the warrant regardless of the assigned timestamp.

16) This affidavit was reviewed and approved by Assistant District Attorney **ADANAME on **DAY, **DATEREVIEWED.
		  

                                                                   ____________________________________
								   **AFFIANT



	
Subscribed and sworn to before me this
 _____ day of ______________**YEAR.


_____________________________________________
Notary Public, State of Wisconsin, Milwaukee County;
My commission is permanent/expires: _____________.



SEARCH WARRANT RETURN



CIRCUIT COURT		       )
				       ) ss.
COUNTY OF MILWAUKEE	       )


Dated at Milwaukee, Wisconsin, this ______ day of ____________________, **YEAR. 



I hereby certify that by virtue of the within writ I searched the within named premises and found the following:________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

and have same now in my possession subject to the disposition of the Circuit Court.


								_______________________________________
                                                                                                                                 **AFFIANT	
image1.png




